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The following summary provides an overview of current projects and proposals supported by
the initiative DITS.center e.V.
You are welcome to contact us and to share the status with us.
Every contribution and engagement is welcome.
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DITS
Policy

DITS creates innovative solutions for the field of security applications
that are not covered by products available on the market. DITS accompanies the process from the idea to the demonstrator - if possible
in close cooperation with a pilot user.

Excellence is based on the knowledge, experience, skills and performance of the team members. It is unique that recognised and independent experts organise themselves in an interdisciplinary, projectspecific team across organisations and technical disciplines. Expensive and risky gaps in competence are eliminated.

The constellation of project-specific working groups consisting of users, scientists and developers creates excellence. All members of
DITS who have project-specific experience and knowledge are involved. The Advisory Team brings decades of experience - young
scientists and developers ensure technical innovation. An important
element of motivation is the prospect of a transfer of results and
knowledge into successful innovations in the market.
The application of technical-scientific standards as well as the rules of
good scientific practice is the basis of all work. Care, fairness, data
protection, integrity and regular quality assurance are characteristics
of project work and organization.
DITS does not pursue any economic profit goals. The driving factor is
to create innovations in the segment of security technology. The publication of results and findings is essential. DITS is also happy to support the process of transferring results into products, licensing models
and business start-ups.
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Metropolregion

DITS is located in the Nuremberg Metropolitan Region. The region
is a centre of research institutions, universities and technical colleges as well as relevant industry. Members from Germany and
international networks expand the broad and unique partner and
knowledge base.
As a non-profit association, DITS promotes applied science and
research in innovative projects as well as public education and professional training with seminars, conferences and publications. The
aim is to create a significant and visible place for the broad field of
security technologies.

Ethics
Privacy rights

Measures to create security for people and society may influence
the privacy of those involved. This happens unnoticed for the target
persons. Each of these forensic and security-oriented measures
must be subject to review and assessment in accordance with human rights, the national legal order and also natural judicial perceptions. In addition to the necessity of a legal assessment of the procedure, moral questions arise for the emergency forces as well as
for the developers and providers of technology.
What is necessary, lawful, good and fair concerns the parties involved and those affected. Answers are required. DITS also addresses these questions with great attention and a high level of
traceability.

Financing
Membership
and
donations

DITS.center e. V. is a non-profit association. The financing of the
current projects takes place from the contributions of the members
and sponsors, donations, grants and with the use of funding and
resources from pilot customers.
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Intelligence is the basis for any decision-making defined as the process of choosing a definite course amongst more than one alternative. It is the central task of managers and
leaders operating in many different civilian, security, law enforcement and corporate governance scenarios. Leaving decisions to chance or not to decide at all as a consequence
of a lack of comprehension is the worst that could be done by the responsible decision
makers.
Usually, strategic oriented decisions require a certain period of time to be finalized. The
decider relies on dedicated reports created on his request. He/she defines the demands,
time schedules and key subjects of interest.
Tactical scenarios are determined by time-sensitive environments and characterized by
well-defined command and control (C2) procedures. Whenever possible, intelligence has
to be provided in real-time. Clearly defined processes and procedures are an essential
element of the requirements.
Consequently, the provider and the operator of a dedicated intelligence production system
have to deal intensively with the application-related optimization of the architecture, dedicated tools and the organization as a whole. Those processes are supported today by
computers, software and many different operator- and application-specific technical solutions for the collection, processing, analysis and aggregation of data and information. Besides all technical issues the role of human operators and the organization as a whole are
significant elements that have to be guided carefully and sensitively.
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Traditionally the intelligence production is described by the term "intelligence cycle". The
model defines the intelligence production as a sequential process of: (1) request, (2) planning and direction, (3) collection, (4) processing, (5) analysis, (6) reporting and dissemination. Today, as a consequence of newly emerging asymmetric and other politico-economic
scenarios, alternative solutions and models are considered by the intelligence community
at large.
Obviously, the scope of different sensors, the specific collection - processing - analysis
processes, the workflow and the total data volume are dependent on many user related
parameters and requirements. Typically such systems are handled today as unique systems designed and developed for one specific application.
The goal is to create a universally usable platform for intelligence production. Automatic
content processing shall be a substantial feature. In addition to the application in the field
of security, the product should also be capable of supporting management structures in the
industry or organizations with aggregated information on the enterprise environment.

Acronym

IP2S

Short description

Creation of a universal platform for the production of intelligence.
Designed to support decision processes in security and management scenarios. Multiple sensors, information sources.

Technology

Software, IT architecture, text - audio - image processing, content
processing, data base, big data analytics.

Market

Security, corporate governance.

Remarks

High complexity, multiple technologies, scalability.
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The identification of persons is usually a sovereign task. The executing authorities are the
state police, the federal police, the customs or the immigration authority – in Germany the
Federal Office for Migration and Refugees. Typically, the cooperative person identifies
himself/herself by means of identification papers or passports. Identities can be verified on
a case-by-case basis using biometric features such as fingerprints.
Identity checks can take place at different locations:
Entry at border crossings, ports and airports
reviews under other sovereign measures.
The availability of identification documents and cooperative and trustworthy behaviour of
the respective persons are required. Otherwise, the authority and its representatives will
only be able to collect data and information that can help to clarify the identity. This is done
by questioning and gathering background information. The verification of this information is
far more difficult and complex than the standard process. The reliability of the results can
only be determined to a limited extent.
The project aims to develop appropriate technical support tools to improve the effectiveness and efficiency of the processes. Reproducibility and traceability of the methods are
part of a suitable quality assurance concept.
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The use of suitable technical procedures can be used to identify characteristics that are
useful for the verification of the information of the persons. The following methods and
technologies are possible:
language technology (language, dialect recognition, speaker identification, speaker
verification)
reproducible surveys and reports according to previously arranged question and
answer catalogues
other suitable methods.
Additional maintenance processes and general conditions must be taken into account:
regular refinement and adaptation of the procedures and the associated background models
integration into the business processes of the authorities
data protection.
The following figure shows a summary overview.

Acronym

PersID

Short description

The aim of the project is to provide a software-based solution for
the identification of persons, especially for initial contacts, without
trustworthy documents.

Technology

Speech technology, biometric features and identifiers, sensor data
fusion, information fusion, database, model modelling, pattern
recognition, classification.

Market

Sovereign authorities, police, customs, immigration authorities.

Remarks

Integration into processes in operation is taken into account.
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The IT landscape of manufacturing and process automation companies is divided into the
components Office IT and the Industrial Control System (ICS). ICS controls the physical
processes and is an integral part of the value chain in most manufacturing companies. ICS
consists of a large number of IT components at all levels of the automation pyramid with
various vulnerable interfaces.
In office IT, sophisticated and mature security mechanisms, processes and regulations
(e. g. password policy, endpoint security, firewalls, security of mobile systems) are already
available. However, the maturity of information security in heterogeneous automation systems and networks, which have grown over decades, still needs to be greatly improved.
The responsible persons involved often lack experience in the field of information security the IT security experts, on the other hand, are faced with the particular framework conditions of automation engineers such as real-time, safety, firmware, machine control software are not very familiar.
There is no standard for ICS components to fight against attacks, although serious economic damage, risk of injury and supply failure are threatening. The systematic exclusion
of hazards requires training, measures in development and operation. The exchange between users (production companies), IT experts and governmental institutions (BSI) is
necessary to integrate both the special industry know-how and the security understanding.
Through funding and research, ICS-S establishes a network that develops sustainable
solutions in the security environment of mechatronics and implements them in line with
market and application requirements.
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The ICS-S network activity is driven by the constantly changing requirements and the resulting need for action. Industry 4.0 increases the potential danger with new goals and
technologies. Stricter requirements of the IT security law, as well as the international series
of standards IEC 62443 on industrial communication networks have to be taken into account.
In the past, the firmware of automation technology could be developed and operated by
the developers as a proprietary solution outside of generally accepted standards. Today,
transparency and traceable compliance with standards and norms are mandatory. There is
a need to adapt products and establish new standards for developers and operators.
The loss of data, as well as the attack on processes and facilities in the areas of production, supply and distribution define threats with serious economic and social consequences. The ICS-S initiative promotes awareness of the topic both in the development of components, production and management on the operator's side. Practitioners and users are
supported and encouraged by an information forum for processes, methods and measures
to detect attacks and defend themselves.
The complexity of the possible attacks in the areas of automation, digitization, industry 4.0
and the Internet of Things is manifold. Especially the medium-sized manufacturers and
operators of automation technology are challenged with identical questions. There is a risk
that ICS-S could have a lasting effect on competition between large industry and SMEs to
the detriment of SMEs. It is only reasonable to secure or increase the effectiveness and
efficiency of the measures and competitiveness by acting jointly and in a coordinated manner. The following concrete measures are envisaged in the ICS-S project:
Systematic analysis of the problem areas (use cases)
Analysis of threat scenarios and case studies
Analysis of legal framework conditions, data protection etc.
Cooperation with research institutions
Cooperation with authorities (BSI) in the area of IT security
Cooperation with security agencies to create situation reports
Cooperation with system integrators
Integration of software, hardware and consulting companies
Implementation of projects on individual questions and topics
Realisation of information events and training courses
Development and maintenance of an internet-based knowledge platform
Pointing out possible solutions
Promotion of cooperation.
Acronym

ICS-S

Short description

Industry 4.0 and the "Internet of Things (IoT)" promote the networking of systems for process control and factory automation.
The design, development and operation of robust and secure systems will result in new challenges that are better addressed across
companies. The aim is to promote SME networks.

Technology

Software, viruses, digitization, IT and Cyber Security, IEC 62443,
civil security, data protection, data security, Industry 4.0, Internet
of Things, Networking, SME, synergy, cooperation.

Market

Production engineering, automation technology, process engineering, software, firmware.
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In urban scenarios, a large amount and diverse emitters of electromagnetic radiation are
active. The radio sources are usually provided for communication and control. Analogue
and various digital modulation methods are used. Unauthorized and the communication of
safety-relevant radio stations are of interest and importance for sovereign services. It
should be noted that the interesting emitters can also be mobile.
The propagation conditions in urban scenarios depend on various individual factors and
wave propagation phenomena. The density and type of building and also the mobile reflectors influence effects such as shadowing, missing line-of-sight connection, multipath propagation, fading, Doppler effects and others. These influences prevent the successful direction finding, locating and recording of the relevant radio stations with traditional direction
finders. Individual measurements and the stationary operation of reconnaissance equipment do not usually deliver the desired results.
The aim of the project is conceptual work, research and the development of a suitable solution. The reduction of costs and a simple operation of the sensors in connection with the
control and evaluation software are further desires..

12

The location and detection of mobile electromagnetic signal sources can be carried out
with the use of suitable mobile sensors. The following procedures are used:

Sensors can be configured as multi-channel systems.
The targeted acquisition of interesting emitters takes place after the application of
classification methods. Various features are used, which are determined in real
time in the sensor.
Sensor data fusion delivers aggregated results with improved accuracy and relevance.
Tracking procedures allow pursuit of mobile emitters.
Mobile sensors provide multiple measurement results, which can be combined with
data and information fusion methods.
Of particular importance is the robust and easy handling of the system components. This
also allows the use on acquisition platforms, which are operated without reconnaissance
specialists.

Acronym

MSMT

Short description

The aim of the project is the provision of mobile sensors in conjunction with planning and evaluation software for the localization
and acquisition of mobile radio stations and emitters in urban scenarios.

Technology

Receiver, tuner, electronics, signal processing, radio acquisition,
classification, tracking, sensor data fusion, information processing.

Market

Security agencies, regulation agencies.
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Signals intelligence and reconnaissance in connection with airborne platforms has long
been pursued in various projects. Militarily oriented solutions go far back in the past. Both
manned and unmanned sensor platforms have been proposed and used. The deployment
concepts were characterized by strategically oriented tasks and large surveillance areas.
The design of the flying sensors was based on the traditional approaches. Signal acquisition in conjunction with direction finding determined the technical objectives and specifications. The investment, operating and maintenance costs for these solutions were considerably high. Civilian use was excluded in practice.
Today there is a wide range of cost-effective drone models with powerful components for
photo, video, navigation and communication. Available electronics allow the connection of
additional sensors. Software for the mission planning, control and real-time analysis of the
imaging sensors is available in mature form.
The aim of the project is the design, development and implementation of a concept that
combines the capacity of the imagery reconnaissance with the possibilities of signal intelligence. The goal is the advantageous use of commercially available components and a
total economic solution.
Applications are not restricted to safety-oriented applications. The targeted search for
missing persons and the use in disaster scenarios are possible.
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The starting point is a commercial UAV or copter solution for professional use with sufficient flight performance and payload options. Included solutions for image and video capture should remain usable to support the mission. The combination of findings from imaging with additional information from the radio signal acquisition increases the meaningfulness of the results.
The signal acquisition component should, if possible, be realized using commercially available components. Software-Defined Radio (SDR) and suitable antenna solutions are applied. The miniaturization of special electronics for signal capture and processing, taking
into account low power consumption, may be required.
The task of signal processing is the classification of signals and sources as well as the
execution of suitable methods for localizing the interesting signal sources. A content evaluation should be possible as an option. Information and intelligence are partly stored and
partly transferred to the ground station in real time. The goal is to determine the most complete and comprehensive situation picture in real time on the flying platform.
Additional possibilities arise in the controlled swarm operation of several platforms. The
exchange of specific results in flight between the sensors opens new and interesting possibilities for increasing the accuracy and meaningfulness of partial results.
The limitations of the platform (SWaP - size, weight and power) define framework conditions, which are clearly different from the traditional reconnaissance equipment. On the
other hand, the mobility of the platform, the ability to control the movement, also in conjunction with the imagery capabilities, offers new possibilities. The consequence of this is
the need to at least partially redesign and implement methods and algorithms, taking into
account the SWaP parameters.

Acronym

UAVSig

Short description

The project aims to design and implement a cost-effective signal
acquisition system, which is suitable as payload for commercially
available drones and UAVs, in conjunction with suitable analysis
and evaluation software.

Technology

UAV, drone, signal processing, direction finding, localization, classification, sensor data fusion, tracking, demodulation, information
processing.

Market

Security agencies, network agencies, regulators, police, disaster
control authorities.
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Technical solutions for the detection of communication terminals of various types, such as
small satellite terminals (VSAT, Very Small Aperture Terminals), also in an urban environment, are of interest to the following users:
Operators of VSAT networks to detect faults in the network caused by defective or
incorrectly installed satellite terminals.
Network agencies and regulatory authorities for the location and identification of illegally operating satellite terminals.
Sovereign authorities and governmental services for the detection and location of
satellite terminals, their operators and reconnaissance purposes (META data, content).
The use of satellites in low earth orbits opens up new possibilities for fulfilling current demands, which are not met with existing approaches. The aim of the project is the establishment of a concept and the identification of all technical and economic parameters for
such a solution. On that basis, operational systems can be deployed economically.
Goal of the project is the design, development and assessment of a payload, which allows
the reception and the processing of the emitters to be located.
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Today, systems are in operation that correlate the downlink signals from satellite terminals
using the primary satellite and a secondary satellites (both in geostationary orbits, about 36
thousand km above ground level) in two receiver channels. The location accuracy that can
be achieved with this depends, among other things, on the following factors:
Accurate knowledge of the ephemeris of the satellites.
Antenna diagram of the emitter.
EIRP (Effective-Isotropic-Radiated-Power) of secondary satellites.
Availability and geometric constellation of secondary satellites.
In the L-band, the location precision is about 20 km, with an additional reference station
about 9 km. Today Ku-band and spotbeam technology are increasingly used. The performance of the described location method is considerably reduced.
The use of two or more low-flying (160 km to 2,000 km) small satellites in a suitable flight
constellation results in decisive advantages:
No restriction on the frequency of the signals.
The complicated determination of the ephemeris data of foreign satellites is not
necessary. Just the position data of own satellites is necessary.
Strong reception signals due to low signal travel.
Short-duration and TDM signals are easier to receive and evaluate.
Covering any area of the earth, regardless of the location of the emitters and geometric constellations.
Various location methods are possible: TDOA, FDOA, AOA, combination of direction finding results from different locations.
The costs of the systems currently in use and those of the proposed system are roughly
comparable. A standard Cube-Sat with all important components (power supply, spacelink, computer, bus system, position control, etc.), including launch, track control and insurance costs today approximately 1 -1.5 million euro. In the future, satellite-based systems will be more cost-effective; the cost of orbital miniature satellites has declined considerably in recent years and will continue to drop as a result of standardized mass production for Cube and PocketQube satellites as well as falling launching costs.

Acronym

LEOLoc

Short description

Small satellites (nanosatellite) in a low earth orbit (LEO) allow the
localization of dedicated electromagnetic emitters on the Earth's
surface. The results provide information on the preparation of special situation picture images.

Technology

Localization, LEO satellites, signal processing, tracking, sensor
data fusion, software.

Market

Network operators, operators of satellite communication systems,
security oriented governmental services.
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The characteristics of receiving antennas and direction finding antennas as well as their
connection with the respective receivers determine the operating conditions, performance,
mechanical properties and the costs of radio reconnaissance systems.
Traditionally, various antennas are used stationary, movable or mobile. The connection to
the receiver is usually realized in coaxial technology. The size and weight of these solutions define a huge challenge for masts and vehicles that can only be met with elaborate
and cost-intensive technology. Restrictions, especially with regard to mobility and deployment concepts, are compulsory.
New materials, components and technologies open up hitherto unknown possibilities for
the design and realization of effective and efficient reception systems. Signal processing
close to the sensor allows for early data reduction in the processing chain.
The aim of the project is to develop a spectrum of innovative products with the use of new
technologies and adapted concepts, which meet the current requirements of the market.
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The current and future expected demand is particularly characterized by the following requirements:
optimized SWaP parameters (size, weight and power)
robustness also in stationary applications
(lightning strike, environmental conditions, weight)
focus on tactical systems (manageability, mobility)
small, integrated systems for mobile platforms
(vehicles without special adaptations, balloons, flying platforms)
multi-channel applications (direction finder, phased array)
connectivity to standard IT systems
reduction of costs.
Today, new technologies are available that are used in the field of communication technology and lead to new operating conditions:
antennas made of meta-materials are proposed and offered
connection of antennas by means of fibre optical connection is possible
in the frequency ranges HF and VUHF. New components allow solutions, which are also suitable for radio monitoring solutions.
The product spectrum is interesting for system houses and end users, in order to minimize
effort, costs and risks.

Acronym

FTTA

Short description

The aim of the project is to develop products that allow the replacement of complex coaxial connection technology with fiber
optic cables. The focus is on highly mobile integrated antenna receiver solutions.

Technology

Meta-materials, fibre optical connection, electronics (RF to fibre),
signal detection, radio monitoring.

Market

Security agencies, network agencies, regulatory authorities, system houses.

Remarks

Medium complexity.
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Radar refers to methods and systems for detecting and locating objects by means of the processing of electromagnetic waves reflected by these objects. Active radars emit EM radiation
themselves, some of them with high power. They generate unwanted EM smog during operation
and can be detected and located.
So-called passive coherent location (PCL) radars do not emit EM radiation, but use the reflections
of signals from radio or communication and mobile radio systems. Various advantages are discussed, such as: no localization, detection of difficult to detect objects and no problems with the
approval and acceptance of such facilities.
The industry (3rd Generation Partnership Project, 3GPP) and the international standardisation
organisations (e. g. the European Telecommunications Standards Institute, ETSI) are currently driving forward the introduction of the 5th generation mobile phone network (5G) [1]. The potential of
this technology also allows it to be used for a new global positioning system. The time horizon for
implementation is 2020.
The TU Ilmenau, Prof. Reiner Thomä, suggested in [2] to integrate a radar service into a future 5G
network. As with the well-known passive radar procedures, the existing communication traffic is
used for radar illumination of the targets. The observers (sensors) are registered users of the same
network. This enables a co-operation between the sensors and with the illuminators in the network and opens up a whole range of advantages described in [2]. This is referred to as cooperative
passive coherent location (CPCL).
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5G will be characterised by features that will enable the new network to cope with the socalled vertical markets [4] and in particular mission-critical applications such as industrial,
automotive and security (including military) applications [3]. These new features include
low latency, direct device-to-device communication, software-radio-based scalability and
the availability of real-time computing resources (Mobile Edge Cloud, MEC).
The advantages are, among other things, that the existing 5G frequencies from a few hundred MHz to (in future) in the millimetre wave range and the already existing infrastructure
of the communication network can be used. This enables omnipresent radar coverage
without additional investment in hardware and frequency allocation. The communication
network enables the direct networking of the distributed sensors. Particularly of interest is
the MEC, which with its computing and storage capacity is made available as a Fusion
Centre. Adaptive antennas (massive MIMO) and the collision-free spatial-temporal access
(multiple access, MAC) on different frequency diversity bands can also be used. Adaptive,
demand-driven allocation of radio resource scheduling (radio resource scheduling), as is
standard practice in mobile communications, can adjust the performance of the radar system to meet the specific requirements.
For civil applications, it is conceivable that a cooperative CPCL service for certain users
may be offered by a public operator, such as Vodafone or Telekom, for a commercial service fee. This is just as conceivable for security-relevant and military tasks if LTE or 5G
network technology is used for it. In this case, police or military would act as the operator
or virtual operator of these networks, as described in [3]. The CPCL service would then be
subject to the same security rules as communication in these networks.
[1] I. F. Akyildiz, S. Nie, S.-C. Lin, M. Chandrasekaran, „5G roadmap: 10 key enabling technologies,“ Elsevier,
Computer Networks 106 (2016) 17–48.
[2] R. Thomä u.a., “Perspectives of Cooperative PCL (CPCL) in Next Generation Mobile Radio,” Workshop
“Present and Future Perspectives of Passive Radar”, European Radar Conference 2017, 11th – 13th October
2017, Nuremberg.
[3] B. Farsund, A.-M. Hegland, F. Lillevold, “LTE for military communication - business models and vulnerabilities,” The 19th IEEE International Conference on Advanced Communications Technology (ICACT2017) February 19 - 22, 2017, PyeongChang, Korea.
[4] 5G-Strategie für Deutschland - Eine Offensive für die Entwicklung Deutschlands zum Leitmarkt für 5GNetze und –Anwendungen, BMVI 2017.

Acronym

CoopPCL

Short description

The aim of the project is to discuss and define a cooperative radar
service that can be offered by a commercial operator as part of a
public 5G mobile network. This includes a discussion in the circle
of security authorities, politicians, the regulatory authority and network operators.

Technology

5G Verticals, Vehicle-to-X (V2X), Cooperative Driving, Intelligent
Transport Systems (ITS), Joint Communication and Radar, Passive Coherent Location (PCL), Passive OFDM Radar, Distributed
MIMO Radar Network, Radar Resource Management, HighResolution Radar Parameter Estimation.

Market

Mobile communications, mobile networks, data services, airspace
surveillance, traffic control, naval traffic.
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The trade complains about billions of euros lost through shoplifting. In Germany alone, the
damage amounts to around 4 billion euros, accounting for about one per cent of sales.
This means that the loss caused by theft in the food retail trade roughly corresponds to the
profit generated. It is obvious that there is a great interest in putting an end to this crime
with effective and economic measures.
Video surveillance in use today offers possibilities to observe and record events. The analysis is carried out by suitable personnel. The success of the measures in monitoring complex and wide-ranging scenarios depends solely on the time spent and the individual experience of the surveillance observer. Evaluations are based on the current moment. As a
rule, it is not possible to analyse behaviour patterns over long periods of time or during
repeated visits to shops. Personnel costs limit the possibilities of use.
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Body language and behavioural patterns allow conclusions to be drawn about intentions.
The cognitive abilities allow us to understand and interpret such signals. Generally speaking, we are talking about knowledge of human nature. Particularly talented people are also
very successful in the analysis of video surveillance material.
The aim of the project is the computer-assisted evaluation of the video material from one
or several cameras. Methods of pattern recognition and artificial intelligence are used. The
evaluation of the facial expressions and gestures provides clues. The evaluation of the
track of persons within the monitoring area and the time behaviour are further input variables for the method. The results of international research projects in the European Union,
for example the INDECT project, provide a starting point for a specific solution. Other results from current research will be considered.
The combination of various features and the comparison with behavioural models provide
references to critical persons in the sense of the objective. Results are appropriately fed to
the personnel entrusted with the monitoring. The advantage lies in the concentration of the
analyst and observer on critical processes with correspondingly improved effectiveness.
Overall, there are cost savings.
The project is designed to develop appropriate technical support tools to improve the efficiency and efficiency of the processes.

Acronym

LDS

Short description

The aim of the project is to provide a software-based solution for
the detection of potential offenders based on the analysis of gestures, facial expressions and behaviour.

Technology

Gesture and mimic analysis, behavioural analysis, tracking, image
and video processing, statistical modelling, pattern recognition,
classification, statistics.

Market

Retail, wholesale, room monitoring in general.

Remarks

Inclusion of existing video technology, connection with suitable
terminals (smartphone), consideration of all legal framework conditions.
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Public buildings are generally accessible to a wide range of people. The staff, the audience, the suppliers and the visitors are free to enter and leave. Dangers and hazards arise
in a wide variety of ways. Unlikely and unforeseen events create particularly critical circumstances and scenarios.
Safety measures include situational awareness, warning and prevention as well as the
documentation of incidents to support police action. Supreme discipline is the most unobtrusive avoidance of dangers, incidents and attacks.
Measures to ensure security always mean restrictions on the operation of an organization,
behaviour of persons involved and business processes. Stronger access controls are now
only introduced in exceptional cases and are in contradiction to the desired open and customer-friendly atmosphere in the facilities. Access control by gatekeepers is cost-intensive
and can only be realized with a limited audience frequency.
Challenges for solutions consist in the creation, as well as the most inconspicuous, effective and efficient operation of conducive measures, business processes and behaviour
patterns. Technology can provide essential functions for support. Innovations with the use
of suitable sensors in connection with signal processing and pattern recognition technologies are possible and should be analysed, evaluated and created within the scope of the
project. The ability to link new processes with the products introduced and in operation is
an essential additional requirement.
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Measures to promote security require the exploration of threats:
Impertinent behaviour and acts of customers and visitors
Planned attacks, retaliation, revenge and terrorist acts
Detection of violations of home bans
Vandalism, theft.
The examination of the unexpected and the unknown is a special challenge. The detection
of abnormal circumstances and situations as well as a suitable alarm and message system
is part of the project.
Measures and equipment inside the building are spread over various areas, which can also
be classified differently in terms of safety technology:
Parking, garages, car parks
Access and access areas
Corridors, walkways, elevators, escalators
Public and freely accessible waiting areas, offices, counters
Non-public and protected areas
Supply areas and domestic appliances.
A comprehensive analysis and analysis is required. These include the following topics:
Inclusion of existing infrastructure and solutions
Linking of technical solutions with organizational measures
Consideration of legal framework conditions and societal expectations
Creation and introduction of new solutions with an innovative potential.
We expect technical innovations with the use of the following technologies:
Use of multi-sensor systems (audio, picture, video, smell)
Signal processing, pattern recognition and information fusion
Tracking, behavioral analysis, dynamics, recognition of persons and gestures
Use of learning methods for adaptation and optimization (deep learning)
Case-Based reasoning
Creation and maintenance of case databases from global data of networked objects.
Acronym

BuildSec

Short description

The aim is to address the threats and dangers in public buildings
for employees and the public as well as the development of
measures to ensure the best possible safety and security conditions. The focus is on innovative methods for signalling, reporting
and warning for the extension of established solutions.

Technology

Sensor technology, signal processing, pattern recognition, classification, AI (artificial intelligence).

Market

Public institutions, authorities, offices, insurance companies,
banks, hospitals, universities, schools.
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The German Federal Government defines Critical Infrastructures (KRITIS) as organizations or institutions of great importance to the state community whose failure or impairment
could lead to sustained shortages, serious disruption to public security or other dramatic
consequences. In addition to the failure of these facilities, dangers to the population are a
consequence of customers' and private households' links to the central supply facilities and
the possible distribution of pollutants.
The facilities can be attacked in the areas of information and communication technology,
functional technology, logistics, personnel, production and quality. The contamination of
the delivery products is a threat for all customers.
Attackers can act from the outside, but also within the facilities and use different methods
of attack and action. It has to be taken into account that, as a matter of principle, possibilities for the prediction of the nature and execution of the attack are very limited.
The aim of the project is to introduce a list of the threats, risks, effects and the existing defence mechanisms. The main goal is the development of concepts for technical support
and assistance systems in order to detect anomalies, hazards and attacks as early as possible. The real-time monitoring of the operation, the processes and the quality of the delivery products by means of technical sensors, signal processing, classification and the analysis of cases are part of solutions to warn and to take appropriate countermeasures.
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The project includes the following work packages on analysis and conceptualization.
Hazard - threat
Analysis of different potential hazards
Risks, motives, attack scenarios, potential hazards.
Abilities in detection and defence
Skills and measures of operators
Abilities of the security authorities.
Capability gaps
Need, cost and benefit
Marketable products, sensors, etc.
Evaluation, analysis, classification
Databases, also networked, case data bases.
Law and order
Legal framework.
Measures and priorities
Possibilities for detection and defence by technical means
Sensor technology, classification, detection of anomalies
Business Processes
Checklists
Requirements and needs for training
Technology & Staff - Assistance Systems.
Products and market
Market for advanced solutions
Potential for innovative products.
The aim is not the analysis of weaknesses in a specific plant, but rather a general view
with regard to technical support resources. The close cooperation with partners from the
relevant plants and organizations is important in order to bring the practical experience into
practice. Successful technical solutions, consisting of sensor technology, signal processing, classification and pattern recognition, are elaborated and examined for their feasibility and broad application possibilities.
Acronym

CritInfr

Short description

Critical infrastructures are endangered in different ways. The identification and classification of anomalies and threats by means of
appropriate technical procedures, methods and systems are the
aim of the project. Automated or assistance systems are analysed,
designed and proposed.

Technology

Sensor technology, signal processing, pattern recognition, classification, AI (artificial intelligence), case-based reasoning, databases.

Market

Utilities, municipalities, transport companies.
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In Germany today about 500,000 drones are used in the areas of hobby, aerial photography, sensor technology and other applications. The market is growing, the technology is
regularly upgraded. The products become more powerful with regard to payload, control,
autonomous flying, flight time and sensor technology. Commercial use, for example in the
field of transport, is investigated and tested in various applications.
Drones are a potential threat and interfere with privacy. Drones jeopardize public transport.
Disregard of the rules and laws, improper handling and careless, improper operations are
only a part of the abuse.
Terrorist targets are the destruction, economic damages and spread of fear and fright,
usually without targeted attacks against chosen victims. The attack of our population and
of the infrastructure with the use of drones, either individually or in swarm, is now widely
categorized as the greatest potential threat in the future.
Legislation has an effort to adapt the legal framework to the needs. The industry develops
first products for defence - often with a military or private-oriented application background.
A comprehensive solution to safeguarding security in the interior, in the airspace and the
protection against particularly terrorist motivated attacks is missing. The aim of the project
is the development of economic as well as strong concepts and solutions for government
application, also taking into account available products in the market.
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The project includes the following work on analysis and conceptualization.
Technology and abilities of available drones
Hobby, professional applications
Special solutions
Procurement channels, costs, aspects of export control.
Potential threat
Effectiveness, destruction potential, long-term consequences
Published case studies
Strategies and tactics in terrorist-oriented deployment.
Situation Report
Sensor technology, signal processing, detection and classification (threat)
Requirements, coverage in the area, tracking of objects
Skills and limits, use in everyday life, life-cycle observation.
Skills and counter-measures
List of demands
o Detection of anomalies, warning time
o prevention of damage, damage limitation
Airspace monitoring for small, low-flying objects
o Technology, sensor technology
o Use of existing infrastructure, mobile technology and logistics, costs
o Acquisition, analysis, classification, tracking
o Networked threat analysis, real-time requirements
o Warning, initiation of countermeasures.
Measures and recommendations
Law, ethical aspects
Adjustments to the legal situation
Demonstrator, integration of existing infrastructure
Market, potential, export.
The provision of appropriate means of protecting the population and critical infrastructure
against drones is a task that must be followed by the security authorities. System solutions
are highly complex. Preventive activities are necessary because the appropriate defence
technology is not falling from the sky in the truest sense of the word.
Acronym

AntiDrone

Short description

The potential threat from drones to the population and critical infrastructure is extremely high. Concepts and solutions for a broad
and comprehensive defence of unauthorized drones must be developed.

Technology

Sensor data fusion, pattern recognition, classification, sensor networks, tracking, threat detection, databases, networking, real-time.

Market

Global, involvement of mobile operators, internal security, civilian
application, protection of critical infrastructures.

Remarks

Preventive measures must be taken in the short term.
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Research and development are geared to the needs and possibilities of technology and
science. Project reports usually address specific questions in detail, which are primarily
intended for the technical expert. These reports provide a deep understanding of the details, but only make small contributions to informing the general public.
Safety concerns must be communicated to the public in a way that is appropriate to the
target group. Dealing with demand is a first step. This results in the demands on products,
services and support systems. It must be convincingly understandable why "this particular
technical solution" is needed.
An understandable explanation of the technology and the framework conditions is an important element of successful innovation projects. This includes all aspects of the relevant
legislation. Measures and technical features that help prevent misuse must be explained.
Misunderstandings must be avoided. In order to successfully launch innovations on the
market, it is necessary to provide objective and comprehensive information to citizens,
which can also be part of training measures.
Innovative solutions are of course still unknown in the market and operating environment. It
is not unlikely that the legal framework conditions for use and deployment are incomplete
or inappropriate. Various constitutional bodies are involved in the legislative process. Here,
too, specific information on the necessity and alignment of legal regulations is required.
Politicians are both active in the legislative process and inform citizens. They depend on a
suitable and correct information basis.
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Research, development and marketing in the field of public safety are nowadays required to
prepare and communicate information on technology, the need, use and legal framework
conditions in a professional, careful and target-group-oriented manner. The conflicting interests of security and freedom must be worked out with empathy for the citizens and politicians,
who are usually only partially informed.
Target groups are:
Cooperation partners in the project
Sponsors and sponsors
Public, citizens and media
Safety authorities and emergency forces
Politics and legislators
customers and procurement facilities.
Classical instruments are part of the public relations work:
Press work, press releases, press kits, press conferences
Events, workshops, conferences, congresses
trade fair appearances
Corporate publishing, newsletter, image brochures, white papers.
Special measures must be targeted at politicians and parliamentarians:
Parliamentary evenings
information letters
Contacts with public institutions and security authorities.
Digital PR instruments are nowadays a necessary part of information measures:
Social media, regular additions and adaptations
Web site, up-to-date, user-friendly, appealing.
Internet-based project management helps:
in the mostly interdisciplinary projects
at distributed locations and in
different organizations.
Efficient and effective public relations work in innovation-oriented projects can only be carried
out in part by agencies. It is crucial to take into account the specific and diverse focal points
that go beyond the "art of communication". Complex interrelationships must be portrayed
objectively correct and in sufficient detail on the means of the media and communication
used. The interaction of the experts from research, industry, marketing, project management,
politics and application delivers the desired result and the information preparation for diverse
communication channels diversified media. Working in a network is a must.
Acronym

PRSec

Short description

Safety-oriented research, development, products and services are of
great interest. The conflict between security and freedom affects the
citizen. Politics, legislation and the media must live up to their responsibilities and be aware of the possibilities and limitations of
technology. Professional public relations work is a prerequisite for
sustainable success.
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"After the game is before the game" - this quote is attributed to the German football coach
Sepp Herberger. We learn on a daily basis how the assessment of the use of safety-and
security-oriented technology changes before and after the assassination, attack or criminal
act. After the event, rapid and sometimes profound individual measures are demanded and
advocated, which are regularly questioned or forgotten after a certain period of time.
The duration of development cycles generally exceeds the time between events relevant to
security. Processes for the provision of technical and organizational measures and resources must therefore not be determined by the sequence of events. Rather, long-term
plans, concepts, and their safeguards as well as implementation are necessary.
Technical measures affect the privacy of the parties involved. This is typically not perceived by the target persons. Each of these forensic and security-oriented measures must
be subject to review and assessment in accordance with human rights, the national legal
order and the natural sense of the law. In addition to the necessity of the legal assessment
of all measures, moral questions arise for the personnel involved as well as for the developers and providers of the technology. What is right, good, and fair is concerned with the
parties involved as well as those affected and requires answers.
The social ethical doctrine deals with the aspects of moral behaviour. In the context of
technical measures and systems, a derived comprehensive ethics has so far been little
dealt with. The aim of research is to address these issues and to derive appropriate statements and findings which can be helpful and effective for the parties involved.
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The discussion of the questions raised requires a variety of knowledge, skills and insights
into the details:
Technology and its actual possibilities and limitations
o communication and video surveillance
o additional sensors for the detection of safety-relevant processes
o combining data and fusion of information
operational aspects
obligations of public authorities against society
Human Rights
valid national law
public perception
political aspects, objectives, reporting paths
moral, social ethics.
The challenging goal for research is to solve questions from the day's events and to examine them with regard to generally relevant topics. Technical and non-technical aspects
must be considered and brought together. Contradictory demands for the effectiveness of
security-oriented measures and the protection of personality rights must be discussed.
Results should be presented in a way that is understandable to a wide group of stakeholders.
The risk of violation of personality rights depends to a large extent on whether the use is
carried out taking into account all directives and obligations, or whether unwanted side
effects arise due to misconduct, incorrect use or inadequate securing of the technical
means. The analysis should therefore take place in a differentiated manner. References to
quality assurance processes and their support with the technology itself are valuable.
The discussion must be based on concrete results and recommendations for action. The
operational forces in operation, as well as the suppliers and developers for technical products, must recognize from the results a framework of action, which can be implemented
practically and can work. The non-directly involved environment should be able to know
that the range of measures and their use to ensure security in society is necessary and
unavoidable, and appropriate measures to safeguard personality rights are taken into account.

Acronym

EthicSec

Short description

Forensic and security-oriented measures are always directed
against perpetrators, suspects and their environment. Legal regulations and also the natural legal sense determine the basic conditions. "Success does not justify all means" is a thesis that requires
careful analysis and discussion.

Technology

Communication and video surveillance, other sensors, generation
of metadata from sensor data, information processing and fusion.

Law

Human Rights, natural justice, national law, export regulations

Remarks

Internal affairs and global aspects, order scenarios for the security
forces, framework for industry and its organs.
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Homeland security is an issue which is of interest for our society and dominates the political discourse. Crime determines the events in many locations. Civilian attacks and globally
initiated acts of terror are no longer abstract news, but take place in the midst of our society. The German Federal President Herzog noted in his "Ruck-Rede" 20 years ago: "We are
now experiencing the fact that the increase in security through state precaution is often
more important to the people than the associated loss of freedom."
Technology can contribute decisively to helping the state and its forces, as well as implementing tasks and commitments efficiently, effectively and at a high quality level. The promotion of innovation in cross-organizational cooperation between the scientific community,
researchers and experts is necessary. In the Nuremberg Metropolitan Region, research
facilities, universities and technical colleges as well as relevant industry are located. DITS
moderates and provides assistance, experience and competence.
It is undisputed that large organizations dominated by processes, budgets, and an EBITrelated reporting system have difficulties in adequately supporting creators of promising
ideas. The daily business often does not allow the "tender impulses" of innovation to grow.
Valuable ideas are lost in the daily business. It requires special attention of independent
forces to create an atmosphere of freedom, trust, openness and cooperative behaviour in
teams to promote innovation. This also includes the support of start-ups in general and the
motivated entrepreneurs in particular.
Research and development are the drivers of innovation - also in the area of internal security. Top performance grows with the combination of expertise, appropriate resources, coordinated activities and the promotion of motivated, excellent start-ups - DITS helps, the
metropolitan region offers the best conditions for success.
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Our society today faces asymmetric threats and well-equipped and financed enemies of
the state and its citizens. Unlawful and unexpected attacks require fast, efficient and effective reactions from the responsible state institutions and emergency forces. Internal security refers to the protection of society and the state against crime, terrorism and similar
threats that develop from within society or are generated by global developments or processes. Citizens expect the security authorities to be effective, efficient and successful in
defending against these activities.
Many influencing factors have to be taken into account – the availability of supporting, innovative technology is one of the prerequisites for every successful action. Innovation does
not fall out of the sky, but emerges only in an environment that affects many partial aspects
positively. These include in particular: market-oriented ideas, creativity, know-how, motivation, financing options and professional project management. Excellent and practical solutions need active support from both science and the stakeholders. Visionary, far-sighted
and competent developers as well as the active support of the potential customer create a
productive and goal-oriented working environment.
The integration of science into interdisciplinary projects for the exploration of the foundations and the development of marketable demonstrators is without alternatives. User interests must be suitably represented. Cooperation and sharing of information and budgets is
indispensable. Publications are a partial result, but the common goal is innovation - a successful product in the market.
Products are introduced, maintained and further developed by the industry in the global
market. Marketing and sales in niche markets can be favourably promoted by joint activities. Conferences, workshops, exhibition presentations, image formation are topics that are
organized economically in working groups and coordinated community activities.
Start-ups and working groups of young companies are an option to promote speed, motivation and technology excellence. Many competences must be combined to start and successfully pursue a start-up project in excellent conditions. Successful products usually
have a very straight history: from an idea, a dynamic project develops which concludes
with a demanding and extremely competitive innovation.
Companies, with the willingness to form consortiums, benefit from spatial proximity and the
exchange of ideas. The customer perceives the community as a concentrated entity. The
whole is more than just the sum of its individual parts. Trust in performance and reliability
is increased. A start-up business incubator helps with the implementation.
Innovative, technically oriented companies benefit from the proximity of relevant universities, research facilities and industry. Suggestions, co-operation and opportunities for further education offer attractive prospects for technicians and scientists. The opportunities
for attracting suitable employees are decisively determined by the location.
Policy creates framework conditions. In particular, funding programs help to reduce the risk
in the initial phases of a start-up project. The consideration of ethical principles and their
transparent communication and discussion is absolutely without alternative.
DITS as a non-profit association promotes applied science and research in innovative projects, as well as education and training with information events, conferences and publications. The aim is to build up and create a distinctive and visible location in the metropolitan
region for the broad field of security technologies and crime prevention.
Acronym

SecVallye

Short description

Research and development are the driving force behind innovations - also in the field of homeland security. Top performance
grows with the pooling of expertise, appropriate resources, coordinated activities and the promotion of motivated, excellent start-ups
The metropolitan region provides best conditions for success.
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Our prosperity and competitiveness are based on the strength of research and science and
the innovativeness and competitiveness of our industry. Strategies for brainstorming, technical and business review and the building of suitable project groups are essential for success, effectiveness and efficiency. The goals of the participating institutions, resources,
own abilities, knowledge and experience gaps, strategic partnerships and the market must
be taken into account.
The research scene in Bavaria, Germany and Europe supports research, development and
innovation projects in many ways. Funding is available from government and EU programmes, industry initiatives and foundations. The building of working groups, often also in
an international context, the participation of SMEs (small and medium-sized enterprises)
and a convincing concept for the economic exploitation of the results are generally decisive
for the success of an application for funding that has to compete successfully.
Innovations are also demanded in the market for civil security in particular. DITS participates with its members in consortiums and contributes actively to all project phases. Various disciplines from research, application and marketing, leadership and corporate management as well as legal aspects are represented. DITS complements young and motivated researchers and developers with the many years of experience of successful executives and entrepreneurial personalities.
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DITS aims to initiate and support promising projects for security applications. In addition to
technical specifications, all criteria that could have an influence on later use are taken into
account. Interested members from the scientific community, users and developers define
dedicated, project-specific working groups. Necessary agreements for the implementation
of the project are identified and concluded. Later relevant questions regarding the use of
the results will be addressed and clarified at an early stage.
DITS is committed to promoting research and transferring it into innovation.
Brainstorming

Sponsorship

Project

DITS creates and disseminates project proposals
and is happy to share these as potential ideas within
the framework of dedicated working groups.
Options

Programmes of the German federal state, the EU,
foundations and other initiatives and funds are monitored and checked for suitability. The analysis of the
requirements and the mapping in the project and the
application are pursued.

Team-Building

DITS resources are used to find suitable partners.
Interests, contacts and networks of DITS members
are also being considered.

Application

A successful application requires consideration of
various influencing factors and a solid planning. Accurate and excellent project descriptions benefit from
the experience and interdisciplinary structure of the
DITS team.

Agreements

Research in consortiums requires clear and fair regulations on IP, patents, licenses, introduced products
and subsequent commercial use. DITS supports and
contributes experience and knowledge.

Research

Research and development work is performed appropriately by the partners in the team. DITS also
creates jobs for suitable young developers; especially for motivated entrepreneurs who are considering
setting up a start-up in the future.

Organisation

A targeted project driven by various regulations requires clear concepts for controlling and risk management in conjunction with suitable business processes. DITS provides convincing and strong personalities with empathy for effective and efficient
execution.

Dissemination

One should talk about a good project! The marketing
of the achievements and created potentials is the
starting point for the further commercial use of the
results. DITS develops concepts and shares them
with interested parties and potential licensees or incorporates them into start-up business plans.

37

The projects listed below are being discussed today. We would be happy to discuss possibilities, status and potential with you.
RoomSurv

Room surveillance

CommsWarn

Communication warning receiver

IntJam

Intelligent jamming

AnHB

Analysts´ handbook

OrgCrime

Studies in the context of organized crime
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Internal security concerns our society and increasingly dominates political discourse. Attacks and terrorist acts are no longer abstract news, but take place in
the midst of our society, so to speak in the marketplace. Diverse and differently
motivated attacks put a strain on society's confidence in the state and its ability to
meet an expanded need for security.
WE, which are the members of the non-profit association DITS.center e. V. founded in 2016, deal intensively with technical aspects and solutions in the field of domestic security. Our experienced members come from the fields of research, operational use, security technology, law, finance and industry.
On the occasion of a visit by the Federal Police in January 2016, the German
Bundespräsident Gauck made the following statement: "In the current situation,
many people are uncertain as to whether the state, the state institutions, and citizens' security is guaranteed.” He confirmed in the same place that the emergency
forces have reached the limit of their powers.
We are convinced that science and technology can contribute decisively to help
the state and its emergency forces to implement tasks and obligations efficiently,
effectively and at a high quality level. WE promote innovations in interdisciplinary,
target-oriented cooperation between research institutions, developers, staff and
experts.
20 years ago, German Bundespräsident Herzog stated in his "Ruck-Rede": “Today we are experiencing that an increase in security through state provision is
often more important to people than the loss of freedom that this involves.”
WE believe that state authority and the exercise of sovereign power require appropriate technical means and sufficient resources. An explicit commitment to
what is necessary must be communicated in society. Proactive action, strategy
and foresight in threat analysis are required. The moral justification of technical
measures is a topic we deal with.
Our members provide concrete contributions to the creation of innovations in the service of
security. The cooperation of experienced people with young, committed scientists and
technicians is unique. The bundling of forces in working groups and co-operations is the
basis for economic projects and successful innovations.

39

DITS.center
Germany
+49 (0) 9131 537 155
+49 (0) 9131 54865
+49 (0) 160 9487 4906
info@dits.center
© w718hj.026

