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Ideas grow and expand in a team
that is set up specifically for each project.

Start-Up Performer Research Advisor Enterprise
Consortium * Entrepreneur *  University * Science * Pilot customer

Developer * Institutes * Operational *  Security Industry
Supplier * Management * Financial Partner

The following summary provides an overview of current projects and proposals supported by
the initiative DITS.center e.V.

You are welcome to contact us and to share the status with us.

Every contribution and engagement is welcome.




Overview

IT Security and solutions

IP2S Intelligence production support system
PersID Identification of persons
ICS-S Industrial Control System Security
Sensors
MSMT Moving sensors moving targets
UAVSig Drone based signals intelligence
LEOLoc Geolocation using LEO-Satellites
FTTA Fibre to the antenna
Awareness

CoopPCL Cooperative Passive Coherent Location

Crime prevention
LDS Robberies and store burglaries
BuildSec Safety in public buildings
CritInfr Security and critical infrastructures

Counter measures

AntiDrone Defence against unauthorized drones

Tutorials and public relations
PRSec Publicity and security

Studies und initiatives
EthicSec Ethics and security
SecVallye Security technology in the Metropolitan Region
ProjRD Partnership in R&D projects
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DITS
Policy

Model of cooperation

DITS creates innovative solutions for the field of security applications
that are not covered by products available on the market. DITS ac-
companies the process from the idea to the demonstrator - if possible
in close cooperation with a pilot user.

« Specification |
+ Budget + Project + User
+ Technology + Coaching + Acceptance

* Market
+ Customer
* Requirement

« Updates
+ Upgrades

-

Excellence is based on the knowledge, experience, skills and perfor-
mance of the team members. It is unique that recognised and inde-
pendent experts organise themselves in an interdisciplinary, project-
specific team across organisations and technical disciplines. Expen-
sive and risky gaps in competence are eliminated.

. * University
Science e
* Entrepreneur

Executive - oeveioper

* Supplier
8 * Science

Advisor + Operational

* Management

* Pilot customer

Investor - vcparner

* Public funding

The constellation of project-specific working groups consisting of us-
ers, scientists and developers creates excellence. All members of
DITS who have project-specific experience and knowledge are in-
volved. The Advisory Team brings decades of experience - young
scientists and developers ensure technical innovation. An important
element of motivation is the prospect of a transfer of results and
knowledge into successful innovations in the market.

The application of technical-scientific standards as well as the rules of
good scientific practice is the basis of all work. Care, fairness, data
protection, integrity and regular quality assurance are characteristics
of project work and organization.

DITS does not pursue any economic profit goals. The driving factor is
to create innovations in the segment of security technology. The pub-
lication of results and findings is essential. DITS is also happy to sup-
port the process of transferring results into products, licensing models
and business start-ups.



Metropolregion

4tropolregion niirnberg

Ethics

Privacy rights

Financing

Membership
and
donations

DITS is located in the Nuremberg Metropolitan Region. The region
is a centre of research institutions, universities and technical col-
leges as well as relevant industry. Members from Germany and
international networks expand the broad and unique partner and
knowledge base.

As a non-profit association, DITS promotes applied science and
research in innovative projects as well as public education and pro-
fessional training with seminars, conferences and publications. The
aim is to create a significant and visible place for the broad field of
security technologies.

Measures to create security for people and society may influence
the privacy of those involved. This happens unnoticed for the target
persons. Each of these forensic and security-oriented measures
must be subject to review and assessment in accordance with hu-
man rights, the national legal order and also natural judicial percep-
tions. In addition to the necessity of a legal assessment of the pro-
cedure, moral questions arise for the emergency forces as well as
for the developers and providers of technology.

What is necessary, lawful, good and fair concerns the parties in-
volved and those affected. Answers are required. DITS also ad-
dresses these questions with great attention and a high level of
traceability.

DITS.center e. V. is a non-profit association. The financing of the
current projects takes place from the contributions of the members
and sponsors, donations, grants and with the use of funding and
resources from pilot customers.

New members are welcome to join us!



IP2S - Intelligence production support system

Intelligence is the basis for any decision-making defined as the process of choosing a defi-
nite course amongst more than one alternative. It is the central task of managers and
leaders operating in many different civilian, security, law enforcement and corporate gov-
ernance scenarios. Leaving decisions to chance or not to decide at all as a consequence
of a lack of comprehension is the worst that could be done by the responsible decision
makers.

Usually, strategic oriented decisions require a certain period of time to be finalized. The
decider relies on dedicated reports created on his request. He/she defines the demands,
time schedules and key subjects of interest.

Tactical scenarios are determined by time-sensitive environments and characterized by
well-defined command and control (C2) procedures. Whenever possible, intelligence has
to be provided in real-time. Clearly defined processes and procedures are an essential
element of the requirements.

Consequently, the provider and the operator of a dedicated intelligence production system
have to deal intensively with the application-related optimization of the architecture, dedi-
cated tools and the organization as a whole. Those processes are supported today by
computers, software and many different operator- and application-specific technical solu-
tions for the collection, processing, analysis and aggregation of data and information. Be-
sides all technical issues the role of human operators and the organization as a whole are
significant elements that have to be guided carefully and sensitively.



Requirements and objectives

Traditionally the intelligence production is described by the term "intelligence cycle". The
model defines the intelligence production as a sequential process of: (1) request, (2) plan-
ning and direction, (3) collection, (4) processing, (5) analysis, (6) reporting and dissemina-
tion. Today, as a consequence of newly emerging asymmetric and other politico-economic
scenarios, alternative solutions and models are considered by the intelligence community
at large.

Obviously, the scope of different sensors, the specific collection - processing - analysis
processes, the workflow and the total data volume are dependent on many user related
parameters and requirements. Typically such systems are handled today as unique sys-
tems designed and developed for one specific application.

The goal is to create a universally usable platform for intelligence production. Automatic
content processing shall be a substantial feature. In addition to the application in the field
of security, the product should also be capable of supporting management structures in the
industry or organizations with aggregated information on the enterprise environment.

Acronym IP2S

Short description  Creation of a universal platform for the production of intelligence.
Designed to support decision processes in security and manage-
ment scenarios. Multiple sensors, information sources.

Technology Software, IT architecture, text - audio - image processing, content
processing, data base, big data analytics.

Market Security, corporate governance.

Remarks High complexity, multiple technologies, scalability.



PersID - identification of persons

The identification of persons is usually a sovereign task. The executing authorities are the
state police, the federal police, the customs or the immigration authority 7 in Germany the
Federal Office for Migration and Refugees. Typically, the cooperative person identifies
himself/herself by means of identification papers or passports. ldentities can be verified on
a case-by-case basis using biometric features such as fingerprints.

Identity checks can take place at different locations:

e Entry at border crossings, ports and airports
e reviews under other sovereign measures.

The availability of identification documents and cooperative and trustworthy behaviour of
the respective persons are required. Otherwise, the authority and its representatives will
only be able to collect data and information that can help to clarify the identity. This is done
by questioning and gathering background information. The verification of this information is
far more difficult and complex than the standard process. The reliability of the results can
only be determined to a limited extent.

The project aims to develop appropriate technical support tools to improve the effective-
ness and efficiency of the processes. Reproducibility and traceability of the methods are
part of a suitable quality assurance concept.



Requirements and objectives

The use of suitable technical procedures can be used to identify characteristics that are
useful for the verification of the information of the persons. The following methods and
technologies are possible:

e language technology (language, dialect recognition, speaker identification, speaker
verification)

e reproducible surveys and reports according to previously arranged question and
answer catalogues

e other suitable methods.

Additional maintenance processes and general conditions must be taken into account:

e regular refinement and adaptation of the procedures and the associated back-
ground models

e integration into the business processes of the authorities

e (data protection.

The following figure shows a summary overview.
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Central database

* data retention

e IT security
Pattern recognition server * connection to supplementary data bases
 Biometric recognition * retrieval of memory cases
+ language related and other features{ || |

Data collection station
notebook, smart technology
robust against incomplete information
secure Internet connection
acquisition of new master data
i biometric feature detection
- & ".ﬂ_i £ : = 7% =< récognition
Real-tln\e;;br??_ ction 3 intetpretation
* useof suitable terminals. " 4@ : . e -user guidapce 5

. compliance with specified reaction times ~ * "% ) o
0 LS

Acronym PersID

Short description The aim of the project is to provide a software-based solution for
the identification of persons, especially for initial contacts, without
trustworthy documents.

Technology Speech technology, biometric features and identifiers, sensor data
fusion, information fusion, database, model modelling, pattern
recognition, classification.

Market Sovereign authorities, police, customs, immigration authorities.

Remarks Integration into processes in operation is taken into account.



CritInfr - Security and critical infrastructures

The IT landscape of manufacturing and process automation companies is divided into the
components Office IT and the Industrial Control System (ICS). ICS controls the physical
processes and is an integral part of the value chain in most manufacturing companies. ICS
consists of a large number of IT components at all levels of the automation pyramid with
various vulnerable interfaces.

In office IT, sophisticated and mature security mechanisms, processes and regulations
(e. g. password policy, endpoint security, firewalls, security of mobile systems) are already
available. However, the maturity of information security in heterogeneous automation sys-
tems and networks, which have grown over decades, still needs to be greatly improved.
The responsible persons involved often lack experience in the field of information security -
the IT security experts, on the other hand, are faced with the particular framework condi-
tions of automation engineers such as real-time, safety, firmware, machine control soft-
ware are not very familiar.

There is no standard for ICS components to fight against attacks, although serious eco-
nomic damage, risk of injury and supply failure are threatening. The systematic exclusion
of hazards requires training, measures in development and operation. The exchange be-
tween users (production companies), IT experts and governmental institutions (BSI) is
necessary to integrate both the special industry know-how and the security understanding.

Through funding and research, ICS-S establishes a network that develops sustainable
solutions in the security environment of mechatronics and implements them in line with
market and application requirements.

10



Requirements and objectives

The ICS-S network activity is driven by the constantly changing requirements and the re-
sulting need for action. Industry 4.0 increases the potential danger with new goals and
technologies. Stricter requirements of the IT security law, as well as the international series
of standards IEC 62443 on industrial communication networks have to be taken into ac-
count.

In the past, the firmware of automation technology could be developed and operated by
the developers as a proprietary solution outside of generally accepted standards. Today,
transparency and traceable compliance with standards and norms are mandatory. There is
a need to adapt products and establish new standards for developers and operators.

The loss of data, as well as the attack on processes and facilities in the areas of produc-
tion, supply and distribution define threats with serious economic and social consequenc-
es. The ICS-S initiative promotes awareness of the topic both in the development of com-
ponents, production and management on the operator's side. Practitioners and users are
supported and encouraged by an information forum for processes, methods and measures
to detect attacks and defend themselves.

The complexity of the possible attacks in the areas of automation, digitization, industry 4.0
and the Internet of Things is manifold. Especially the medium-sized manufacturers and
operators of automation technology are challenged with identical questions. There is a risk
that ICS-S could have a lasting effect on competition between large industry and SMEs to
the detriment of SMEs. It is only reasonable to secure or increase the effectiveness and
efficiency of the measures and competitiveness by acting jointly and in a coordinated man-
ner. The following concrete measures are envisaged in the ICS-S project:

Systematic analysis of the problem areas (use cases)
Analysis of threat scenarios and case studies

Analysis of legal framework conditions, data protection etc.
Cooperation with research institutions

Cooperation with authorities (BSI) in the area of IT security
Cooperation with security agencies to create situation reports
Cooperation with system integrators

Integration of software, hardware and consulting companies
Implementation of projects on individual questions and topics
Realisation of information events and training courses
Development and maintenance of an internet-based knowledge platform
Pointing out possible solutions

Promotion of cooperation.

Acronym ICS-S

Short description Industry 4.0 and the "Internet of Things (loT)" promote the net-
working of systems for process control and factory automation.
The design, development and operation of robust and secure sys-
tems will result in new challenges that are better addressed across
companies. The aim is to promote SME networks.

Technology Software, viruses, digitization, IT and Cyber Security, IEC 62443,
civil security, data protection, data security, Industry 4.0, Internet
of Things, Networking, SME, synergy, cooperation.

Market Production engineering, automation technology, process engineer-
ing, software, firmware.
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MSMT - Moving sensor moving target

In urban scenarios, a large amount and diverse emitters of electromagnetic radiation are
active. The radio sources are usually provided for communication and control. Analogue
and various digital modulation methods are used. Unauthorized and the communication of
safety-relevant radio stations are of interest and importance for sovereign services. It
should be noted that the interesting emitters can also be mobile.

The propagation conditions in urban scenarios depend on various individual factors and
wave propagation phenomena. The density and type of building and also the mobile reflec-
tors influence effects such as shadowing, missing line-of-sight connection, multipath prop-
agation, fading, Doppler effects and others. These influences prevent the successful direc-
tion finding, locating and recording of the relevant radio stations with traditional direction
finders. Individual measurements and the stationary operation of reconnaissance equip-
ment do not usually deliver the desired results.

The aim of the project is conceptual work, research and the development of a suitable so-
lution. The reduction of costs and a simple operation of the sensors in connection with the
control and evaluation software are further desires..
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Requirements and objectives

The location and detection of mobile electromagnetic signal sources can be carried out
with the use of suitable mobile sensors. The following procedures are used:

e Sensors can be configured as multi-channel systems.

e The targeted acquisition of interesting emitters takes place after the application of
classification methods. Various features are used, which are determined in real
time in the sensor.

e Sensor data fusion delivers aggregated results with improved accuracy and rele-
vance.

e Tracking procedures allow pursuit of mobile emitters.

e Mobile sensors provide multiple measurement results, which can be combined with
data and information fusion methods.

Of particular importance is the robust and easy handling of the system components. This
also allows the use on acquisition platforms, which are operated without reconnaissance
specialists.

Acronym MSMT

Short description The aim of the project is the provision of mobile sensors in con-
junction with planning and evaluation software for the localization
and acquisition of mobile radio stations and emitters in urban sce-
narios.

Technology Receiver, tuner, electronics, signal processing, radio acquisition,
classification, tracking, sensor data fusion, information processing.

Market Security agencies, regulation agencies.
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UAVSig - Drone based signals intelligence

Signals intelligence and reconnaissance in connection with airborne platforms has long
been pursued in various projects. Militarily oriented solutions go far back in the past. Both
manned and unmanned sensor platforms have been proposed and used. The deployment
concepts were characterized by strategically oriented tasks and large surveillance areas.
The design of the flying sensors was based on the traditional approaches. Signal acquisi-
tion in conjunction with direction finding determined the technical objectives and specifica-
tions. The investment, operating and maintenance costs for these solutions were consider-
ably high. Civilian use was excluded in practice.

Today there is a wide range of cost-effective drone models with powerful components for
photo, video, navigation and communication. Available electronics allow the connection of
additional sensors. Software for the mission planning, control and real-time analysis of the
imaging sensors is available in mature form.

The aim of the project is the design, development and implementation of a concept that
combines the capacity of the imagery reconnaissance with the possibilities of signal intelli-
gence. The goal is the advantageous use of commercially available components and a
total economic solution.

Applications are not restricted to safety-oriented applications. The targeted search for
missing persons and the use in disaster scenarios are possible.
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Requirements and objectives

The starting point is a commercial UAV or copter solution for professional use with suffi-
cient flight performance and payload options. Included solutions for image and video cap-
ture should remain usable to support the mission. The combination of findings from imag-
ing with additional information from the radio signal acquisition increases the meaningful-
ness of the results.

The signal acquisition component should, if possible, be realized using commercially avail-
able components. Software-Defined Radio (SDR) and suitable antenna solutions are ap-
plied. The miniaturization of special electronics for signal capture and processing, taking
into account low power consumption, may be required.

The task of signal processing is the classification of signals and sources as well as the
execution of suitable methods for localizing the interesting signal sources. A content eval-
uation should be possible as an option. Information and intelligence are partly stored and
partly transferred to the ground station in real time. The goal is to determine the most com-
plete and comprehensive situation picture in real time on the flying platform.

Additional possibilities arise in the controlled swarm operation of several platforms. The
exchange of specific results in flight between the sensors opens new and interesting pos-
sibilities for increasing the accuracy and meaningfulness of partial results.

The limitations of the platform (SWaP - size, weight and power) define framework condi-
tions, which are clearly different from the traditional reconnaissance equipment. On the
other hand, the mobility of the platform, the ability to control the movement, also in con-
junction with the imagery capabilities, offers new possibilities. The consequence of this is
the need to at least partially redesign and implement methods and algorithms, taking into
account the SWaP parameters.

Acronym UAVSig

Short description The project aims to design and implement a cost-effective signal
acquisition system, which is suitable as payload for commercially
available drones and UAVs, in conjunction with suitable analysis
and evaluation software.

Technology UAV, drone, signal processing, direction finding, localization, clas-
sification, sensor data fusion, tracking, demodulation, information
processing.

Market Security agencies, network agencies, regulators, police, disaster

control authorities.
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LEOLoc - Geolocation using LEO-Satellites

Technical solutions for the detection of communication terminals of various types, such as
small satellite terminals (VSAT, Very Small Aperture Terminals), also in an urban environ-
ment, are of interest to the following users:

e Operators of VSAT networks to detect faults in the network caused by defective or
incorrectly installed satellite terminals.

¢ Network agencies and regulatory authorities for the location and identification of il-
legally operating satellite terminals.

e Sovereign authorities and governmental services for the detection and location of
satellite terminals, their operators and reconnaissance purposes (META data, con-
tent).

The use of satellites in low earth orbits opens up new possibilities for fulfilling current de-
mands, which are not met with existing approaches. The aim of the project is the estab-
lishment of a concept and the identification of all technical and economic parameters for
such a solution. On that basis, operational systems can be deployed economically.

Goal of the project is the design, development and assessment of a payload, which allows
the reception and the processing of the emitters to be located.
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